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Data Encryption: Technical Approaches to
Ensuring Privacy in Transit and at Rest

ﬁ BY THOMAS YOHANNAN

robust security program ensures that the data
Autilized is secure and encrypted, protecting

sensitive information from unauthorized access
and manipulation. Recent breaches in large enterprises
— Rite Aid, Ticketmaster, AT&T, Trello, Neiman Marcus,
and London Drugs, to name a few — underscore the
threat of a cyber incident and the need to understand the
technical aspects of encryption to safeguard digital assets.
For security practitioners, as well as for one's general
understanding, | expect that we can better understand
the intricacies of data encryption, exploring advanced
techniques for securing data both in transit and at rest.

Fundamentals of Cryptography

Beforedivingintospecificencryptionmethods, itisessential
to understand the basic principles of cryptography:

1. Symmetric Encryption: A cryptographic algorithm
that uses the same secret key for its operation and,
if applicable, for reversing the effects of the operation
(e.g., an AES key for encryption and decryption).

2. Asymmetric Encryption: Cryptography that uses two
separate keys to exchange data, one to encrypt or
digitally sign the data and one for decrypting the data
or verifying the digital signature.

It is also known as public key cryptography.

3. Hashing: The process of using a mathematical
algorithm against data to produce a numeric value
that is representative of that data.

Popular algorithms include SHA-256 and Blake?2.

4, Key Exchange: The process of exchanging public
keys (and other information) to establish secure
communications. Protocols for securely sharing
cryptographic keys, such as Ephemeral
Diffie-Hellman (DHE) and Elliptic Curve Variant
Diffie-Hellman (ECDHE).

Cryptographic hash functions are used to calculate a
relatively unique output (called a hash digest) for any
input (a file, text, image, etc.).

Encryption in Transit: Technical Deep Dive

Companies share data to make use of various technologies
and processes.

Yet, this data faces many risks while it moves ("in transit"),
such as theft, alteration, and sneaky attacks by third
parties. To tackle these issues, security experts use a
variety of cutting-edge encryption methods to safeguard
information as it travels across networks.

The first encryption protocol of this kind is Transport Layer
Security (TLS). TLS has replaced the older SSL protocol
and is now the go-to standard for encrypting data in
transit. The newest version, TLS 1.3, brings improvements
in security and speed. It helps reduce handshake delays
and enables better, more secure connections with
features like O-RTT (Zero Round Trip Time) resumption.
TLS 1.3 also plugged possible security holes by eliminating
outdated and unsafe features such as RC4 and SHA-1.
However, the real game-changer is that TLS 1.3 keeps past
communications safe ("forward secrecy" by default). To do
this, TLS 1.3 uses Ephemeral Diffie-Hellman (DHE) or its
elliptic curve version (ECDHE) for forward secrecy. Forward
security plays a key role because it safeguards against
potential future breaches.

Setting up TLS is tricky because it requires particular
know-how to implement and launch. TLS has to have a
complete setup of cipher suites. Bruce Schneier put it
this way: “Security needs special design thinking because
how something works doesn't mean it's good quality.”
People now like AEAD (Authenticated Encryption with
Associated Data) modes such as AES-GCM more and more.
These modes give a potent mix of privacy, wholeness, and
realness, tackling many security worries simultaneously.

Lower on the tech stack (in the network layer), Internet
Protocol Security (IPsec) offers end-to-end protection for
IP communications. IPsec can function in either transport
mode (encrypting just the payload) or tunnel mode
(encrypting the whole IP packet). IPsec itself is made up
of three primary elements: Security Associations (SAs),

Authentication Header (AH), which ensures data integrity
and authentication, and the Encapsulating Security
Payload (ESP), which adds privacy to the mix. The dual use
of IPsec makes it useful for Virtual Private Network (VPN)
setups, as it can create secure communication paths
across public networks.

In recent years, WireGuard has become a new option in the
VPN world, offering fast speeds and better security. It uses
a simple encryption method called ChaCha20 to provide
quicker speeds than older, slower protocols. WireGuard
has a powerful yet flexible cryptographic system. It uses
ChaCha20 to encrypt data, Poly1305 to check authenticity,
Curve25519 to exchange keys, and BLAKE2s to hash.
Another reason to like WireGuard is that the protocol
is simple and has a small codebase (4,000 lines of code
compared to OpenVPN's 600,000 lines), which allows for
faster communication and a lower likelihood of attacks,
unlike more complex dated protocols, such as OpenVPN.

Due to the evolution of quantum computing, quantum key
distribution (QKD) stands at the forefront of encryption
technology. QKD uses quantum mechanics principles to
create encryption systems that are impossible to crack.
QKD distributes encryption keys using the quantum states
of photons, making them resistant to computer attacks,
even those from future quantum computers. While QKD
is still in its early stages of real-world use, the encryption
technology uses the law of physics and the difficulty of
breaking a code, which could guarantee data security
during transmission.
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Security is tough. Cryptography is challenging. Putting
security and cryptography together creates a tricky
situation. As we depend more on digital communication
and data transfer, these cutting-edge encryption methods
serve as a key defense against changing cyber threats.
From the widespread use of TLS to the exciting possibilities
of quantum cryptography, the field of encryption in transit
keeps moving forward. It aims to stay a step ahead of
potential attackers and protect the privacy and accuracy
of our digital messages.

Encryption at Rest: Advanced Techniques

Securing data while it is stored differs from safeguarding
it during transit. To protect stored data effectively, a
multi-layered security approach is essential. This type of
approach involves using encryption methods and smart
key management strategies. By adopting this strategy, you
can ensure the confidentiality of data, whether it resides
within your local systems or in cloud storage.

Full Disk Encryption (FDE) serves as the defense against
theft and unauthorized access by encrypting entire
storage volumes. Modern FDE systems employ techniques
like the XTS mode of AES to encrypt data at the sector
level. For Linux users, LUKS (Linux Unified Key Setup)
offers flexibility with slots and passphrase changes without
needing to re-encrypt the entire disk. Windows users can
utilize BitLocker, which leverages the Trusted Platform
Module (TPM) for security.

While FDE provides protection, individually encrypting
files offers control over what is secured. This allows the
encryption of files or folders based on user preferences.
Innovative approaches such as convergent encryption
generate ciphertext forthe plaintextaidingindeduplicating
encrypted data.

Format Preserving Encryption (FPE) is a technique that
jumbles up data while maintaining its appearance, which
proves useful for structured data such, as credit card
numbers stored in databases.

Modern database management systems have made
progress in providing built-in encryption features in the
realm of databases. Transparent Data Encryption (TDE)
impacts data files by encrypting them on the fly without
causing slowdowns, thereby, establishing a security layer.
The Encrypted functionality takes security a step further
by ensuring that data remains encrypted when it is in
memory, safeguarding against attacks aiming to steal data
from memory dumps. At the cutting edge of technology,
homomorphic encryption (FHE) enables individuals to
calculate encrypted data without decryption. However,
its practical applications are limited due to the impact of
performance.

Effective key management plays a role across all these
encryption techniques. Advanced Key Management
Systems (KMS) utilize Hardware Security Modules (HSMs)
forstorageandoperations. Theyimplement rotation policies
to mitigate the impact of crucial compromises and employ
split knowledge and dual control protocols for critical tasks.
In the evolving landscape of cloud technology, integrating
with Cloud KMS services is now essential for managing
encryption across cloud platforms.

By implementing encryption techniques and robust key
management strategies, organizations can enhance
the security of their data. This comprehensive approach
safeguards information from risks, whether at rest or in
transit, regardless of location or access points. It serves
as a defense against threats in the world of modern data
management.

Emerging Encryption Technologies

As computing power grows and quantum computers
become real, we need new encryption technologies to
slow down these supercharged computers. Though we are
still early, when widely adopted, quantum computing can
quickly break the existing encryption systems by allowing
malicious actors to brute-force decrypt data or engage in
man-in-the-middle attacks. As a result, the encryption
field continues to change to meet our digital needs.

Post-quantum cryptography has the potential to change
many industries. Many organizations worry that quantum
computers will crack current encryption methods.

In August, 2024, the U.S. National Institute of Standards
and Technology (NIST) published the first set of standards

for _post-quantum _cryptography: ML-KEM (originally
known as CRYSTALS-Kyber), ML-DSA (previously known
as CRYSTALS-Dilithium) and SLH-DSA (initially submitted
as SPHINCSH+).

The National Institute of Standards and Technology (NIST)
spearheads efforts to set standards for algorithms that
can resist quantum attacks. Lattice-based cryptography,
like CRYSTALS-Kyber for key encapsulation, shows great
potential. Hash-based signatures, such as SPHINCS+
for digital signatures, offer another way to defend.
Multivariate polynomial cryptography completes the top
three contenders in this key area. These post-quantum
techniques aim to protect our digital talks and data from
the substantial threat of future quantum computers.

Homomorphic Encryption (FHE) is causing a revolution in
data security.

In simple terms, FHE allows computations to be performed
directly on encrypted data without the need for decryption
first. This means you can work with the data while it remains
completely secure, a feature that bodes well for privacy,
data security, cloud, and distributed systems. Imagine a
cloud service being able to process your data—Ilike sorting
your emails or recommending a movie—without ever
actually seeing your information. Thus, organizations could
work with sensitive information without decrypting it.

Attribute-Based Encryption (ABE) has an influence on
access control in encryption. It links decryption abilities
to user attributes or policies, which allows ABE to enable
detailed access control as a key part of the encryption
scheme. This method also proves helpful in Internet of
Things (l1oT) applications and distributed systems. In these
areas, the usual centralized access control methods might
not work well or be enough to meet the needs.

Combining blockchain technology with encryption makes
data more secure but makes it hard to see and use.
However, smart contracts on blockchain can manage
encryption keys without a central weak point. The
'immutable’ nature of blockchain helps create hard-to-
fake audit trails, logging encryption and access events of
those who may have accessed the encrypted data. Zero-
knowledge proofs, a method of cryptography linked to the
blockchain, let us check encrypted data features without
showing the data itself, adding extra privacy and security.

These up-and-coming technologies are not just ideas on
paper — they are finding their way into real-world use.
As they improve, they are set to change the face of data
security. They will give us new ways to guard against
growing threats and open up fresh approaches to secure
computing and messaging. What is ahead for encryption
looks lively and full of promise, pushed forward by our
need to keep our digital world safe from today's and
tomorrow's challenges.
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Implementation Challenges and Best Practices

Encryption introduces complexities that organizations
must navigate:

Performance Overhead: Encrypting data may create
operations which can impact system performance.
However, techniques like hardware acceleration
(AES-NI) and optimized algorithms help mitigate this.
Key Management Complexity: As the number of
encrypted assets grows, key management becomes
increasingly challenging. Implementing a centralized
KMS with proper access controls and audit logging is
crucial.

Regulatory Compliance: Many regulations (GDPR,
HIPAA, PCI DSS) have specific requirements for
encryption. Organizations must ensure their
implementations meet these standards.

Quantum Readiness: Preparing for the quantum
threat requires assessing current cryptographic
implementations and developing migration plans to
post-quantum algorithms.

Best practices for robust encryption implementation
include:

+ Regular security audits and penetration testing Thomas Yohannan
« Continuous monitoring and logging of Co-Founder of Digital
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cryptographic operations DNA Group

Implementing crypto-agility to facilitate algorithm
upgrades With a unique background where

Thorough employee training on security practices technology, business, and law

Separation of duties for critical cryptographic COﬂver_ge,AThomasA brings a weaItAh of
operations expertise in security, data forensics,

and regulatory compliance. As a
former attorney with deep experience in sales and
technical partnerships, he has built a career focused on
delivering cutting-edge IT solutions for top companies.
His roles have spanned early-stage tech firms like
Cvent to international leaders, such as Cisco and Aon,
and even industry giants like UBS and Goldman Sachs.

Throughout his career, he has helped bring

products and services to market using a blend of
creative thinking, risk management, and a strong
understanding of regulatory frameworks for high-touch
verticals. His strategic contributions have consistently
driven growth and success for some of the world’s most
prominent IT solutions providers.

He holds a J.D. from USC, an M.B.A. from NYU, and

a B.A. from Binghamton (SUNY). His work has been
published in leading outlets including Thomson
Reuters, CBS, Fox News, Law.com, and AdWeek, among
others. He also shares his insights and experiences on
his platform, Trinkets of Frivolous Utility.
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